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The National Counterterrorism Center (NCTC) is “the primary organization in the United States
Government for analyzing and integrating all intelligence possessed or acquired by the United States
Government pertaining to terrorism and counterterrorism” (National Security Act of 1947, as amended).
In order to perform this statutory mission, NCTC, like other intelligence community elements, is required
by law and Executive Order to have guidelines approved by the Attorney General and the Director of
National Intelligence (DNI) relating to its handling of information about United States persons.'

In the aftermath of the December 25, 2009 attempted terrorist attack against a Detroit-bound flight,
NCTC recognized that it needed to retain replicated datasets” for longer periods® to identify previously
unknown relationships to terrorism information, which might become evident only after time-consuming
correlation with other datasets, or with the discovery of new information at later points in time.
Consequently, in March 2012, the Attorney General, DNI, and Director of NCTC signed updated
Guidelines for Access, Retention, Use, and Dissemination by the National Counterterrorism Center and Other
Agencies of Information in Datasets Containing Non- Terrorism Information (frequently referred to as NCTC'’s
2012 Attorney General Guidelines)*. These Guidelines are critical to helping NCTC carry out its mission
under the National Security Act of 1947, while protecting information about United States persons.

The primary change under the revised Guidelines was to extend the length of time that NCTC may
temporarily retain and assess replicated datasets for a nexus to terrorism—also referred to as Track 3 data®>—
after which all U.S. person information not “reasonably believed to constitute terrorism information” must
be purged from NCTC'’s systems. In order to protect the privacy and civil liberties of individuals during
this temporary retention period, the revised Guidelines also implement a series of civil liberty and privacy
protective measures, including baseline safeguards (to be applied to all datasets being temporarily assessed
by NCTC), enhanced safeguards (which are dataset specific, and are designed to address unique sensitivities
that may apply in individual datasets, requiring additional protections over and above the baseline
safeguards)®, as well as audits, oversight and reporting requirements.

One of the important protections that NCTC applies to all datasets replicated and assessed at NCTC under
the 2012 Guidelines is the application of baseline safeguards.” Notably, baseline safeguards are applied by
NCTC to all datasets at the time of replication, regardless of the data provider, the specific type of data, or
whether the data provider affirmatively requested such safeguards.®

* Baseline Safeguard 1: “[D]atasets will be maintained in a secure, restricted-access repository”;

* Baseline Safeguard 2: “Access to these datasets will be limited to those NCTC personnel who are acting
under, and agree to abide by, NCTC'’s information sharing and use rules, including these Guidelines;
who have the requisite security clearance and a need-to-know in the course of their official duties; and
who have received the training required”;

'As defined in Executive Order 12333, a United States person means “a United States citizen, an alien known by the intelligence element concerned to be
a permanent resident alien, an unincorporated association substantially composed of United States citizens or permanent resident aliens, or a corporation
incorporated in the United States, except for a corporation directed and controlled by a foreign government or governments.”

2For additional information on the pre-requisites for NCTC'’s replication of dara, and the categories of data replicated by NCTC from other federal agen-
cies, please see NCTC’s Overview of NCTC’s Data Access as Authorized by the 2012 Attorney General Guidelines, available at www. ncte. gov.

3For additional detail on how these events tied into the need for revision of NCTC's Attorney General Guidelines, please see NCTC's Mission
Justification Fact Sheet, available at www. netc. gov.

“Available at www. nctc.gov.

SUnder NCTC's revised Guidelines, NCTC uses three facks’to access or acquire federal datasets. Under Track 1, NCTC analysts are given account-based
access to a relevant federal agency dataset, while under Track 2, NCTC provides its query terms to a federal agency for that federal agency to perform the
search and return responsive information. With 7rack 3, a federal agency dataset is replicated (in whole or in part) into NCTC's systems so that NCTC
can use its analytic tools to assess the data within the dartaset in order to identify terrorism information.

“Because enhanced safeguards are assessed and applied on a dataset by dataset basis, implementation of the spot checks and audits of enhanced safeguards
is likewise performed on an individualized basis. For more information on the factors that NCTC considers in assessing a dataset for
enhanced safeguards, and the types of safeguards potentially applied, please see NCTC's Enhanced Safequards Decision Matrix, available at www.nctc. gov.

7Section II1.C.3(d) of the Guidelines.

®*Notably, although the 2012 Guidelines were designed specifically to protect United States persons, the protections in these Guidelines are often also
applied to non-United States persons information (as contained in Track 3 datasets), to include application of the baseline safeguards (as well as the
audits and spot checks of those safeguards).






















